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AHHOmayus. Npouecc rnobannsaunm 3aTparmBaeT He TO/IbKO 061aCTb SKOHOMMU-
KM, HO M NpecTynHyto cpeay. TO KacaeTcA BCeX CTpaH MMpa, B TOM Yucae 1 eB-
poneickunx. COOTBETCTBEHHO, B Lenfx 60pbbbl C NpecTynHOCTbO TpebytoTea co-
BMECTHbIE YCUINA rOCyAapcTB. IKOHOMMUYECKAA, KyNbTYPHaA, NOANTUYECKAA UK
coumanbHaa rnobanmsauma cosgaet HeobxoaMMOCTb NpPaBoBol robanmnsaymm.
EBponelickuii coto3 noctaBua nepeg coboli Lenb nogaepXuBatb U pasBuBaTb
6e30MacHOCTb M MPaBOCYAME Ha CBOEW TEPPUTOPUM, TapaHTUPYs COBMECTHYHO
AeATeNIbHOCTb rocyAapcTB-4/1eHOB B 06/1aCTU NOAULENCKOTO U cyaebHoro cotTpya-
HMYeCcTBa NO YronoBHbIM genam. iccnegoBaHne mexayHapoaHOM NPecTynHOCTH
TpebyeT 06beaUHEHUA YCUAUI COTPYAHWKOB MNPaBOOXPAHWUTE/IbHbIX OPraHoB
Pa3/INYHbBIX CTPAH. OTON LeI MOXKET C/YXKUTb Pa3BUTME KOMMYHUKALMUIA U KOM-
NblOTEPHbIX CeTEN, UHHOBALMOHHbIX TEXHONOTUI B paboTe NpaBOOXpPaHUTENbHbIX
opraHoB. CoBeT EBpONEMCKOro cot3a cYMUTaeT, YTO NPOCTPAHCTBO €BPONeNCKoMn
KPMMUHANUCTUKKN LOMKHO BbITb co3a4aH0 K 2020 r. [Ina 3Toro HeobxoaAnmo pas-
BUTUE KPUMMHANUCTUYECKOW MHOOPMALLMOHHOM cUCTEMbI B O6LLEM MPOCTPaH-
cTBe EBponeiickoro coto3a. Takaa cuctema A0/1KHa CTaTb YaCTblo €BPONenCKomn
CUCTeMbl 3N1EeKTPOHHOro npasocyamna. Llenbto gaHHOM cTaTbu ABNAETCA aHanu3
Pa3BUTMA KPUMUHANUCTUYECKOW MHOOPMALMOHHON cucTembl JINTBbI B pamMKax
obuiero npoctpaHcTea EBponeiickoro cotosa. /IMTOBCKaA KPUMMUHAAUCTUYECKAA
MHPOPMaLMOHHan cuctema paspabaTtbiBaeTcs B COOTBETCTBMM CO CTpaTernei
3NEKTPOHHOM tocTULMK EBponerickoro cots3a v peleHnem O Co3aHuMK eBpo-
NencKoro KPUMMHANNCTUYECKOTO NPOCTPAHCTBA. YcnoBsuma 1 npobnembl pa3BuTma
KPUMMHANNCTUYECKOM MHOOPMALMOHHOW cucTeMbl B JIUTBe paHee He 6bian go-
CTaTOYHO M3y4yeHbl. B cBA3M € 3TUM B CTaTbe NpeAcTaBaAeHbl pe3ynbTaTbl Uccae-
[0BaHMA, MPOBEAEHHOTrO B X04e OCyLLecTBNeHNA npoeKkTa «KoHuenuua peanunsa-
UM BuaeHua EBponeiickoit KpumuHanuctnukm — 2020 B /intse». MeTtogonoruto
nccnef0BaHUA COCTaBUIA COBOKYMHOCTb TEOPETUYECKUX M IMMUPUYECKUX Me-
ToLOB. B KauecTBe amnupuyeckoro metoga cbopa AaHHbIX 6bln1a UCNONb30BaHA
3KcnepTHaa oueHka. CoBpemeHHOoe COCTOAHUE KPUMWUHANNUCTUYECKOW CUCTEMbI
oueHuBanocb ¢ nomouiblo SWOT-aHanmsa (CunbHble U ciabble CTOPOHbI, BO3-
MOHOCTW 1 yrpo3bl). B AaHHOM cTaTbe NpefcTaBieHa TO/IbKO YacTb Pe3yNbTaToB
nccnef0BaHUA M aHaM3a TeopeTUYeckoro matepuana. Mo utoram paccmoTpeHuma
COBPEMEHHOM JIMTOBCKOM KPMMMUHANIUCTUYECKOW CUCTeMbl Oblan onpeaeneHsl ee
CU/IbHbIE U Cabble CTOPOHbI, €e BO3MOMXHOCTU U Yrpo3bl ei. 3To Heobxoanmo
ON1A OCyLLeCTBNeHMA BTOPOro 3Tana npoekTa. B nepBoi yactu cTaTbm nposesaeH
aHaNM3 acneKToB peann3aLuunm cTpatermm 3N1eKTPOHHOTO NPaBOCYANA U Pa3BUTUA
€BPONEencKon KPUMMMUHANUCTUKKN, BO BTOPOM YAaCTU OXapaKTepu3oBaHbl yC/I0BUA
€BPONencKoro TPaHCrpaHMYHOro COTPYAHUYECTBA, B TpeTbeil — YyC0BUA UHTe-
rpaumm NIMTOBCKON KPUMMHANUCTUYECKONM CMCTEMbI B eBpomnelicKyto. YetsepTan
YacTb CTaTby OOBACHAET METOA0/IOTUI0 UCCeA0BaHUSA, NATAA YacTb NpPeaCcTaBsA-
eT ero pe3ynbTaTbl. B 3aBepleHre Mbl feflaem BbIBOAbI M ONUCbIBAaEM fasibHeWn-
WMe BO3MOXHOCTU B 06/1aCTM 0603HAYEHHbIX UCCIe0BaHNA.
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Abstract. Globalization requires joint actions in order to combat crime. The aim
of this paper is to analyze the development of forensic science information sys-
tem in the common European Union area. The Council of the European Union
acknowledges that European Forensic Science Area has to be created by 2020.
The article presents the results of an expert evaluation carried out in the course
of the project «Conception for the implementation of the vision for European Fo-
rensic Science 2020 in Lithuania». Lithuanian forensic science information system
is being developed according to the European Union e-Justice Strategy and the
decision to create the European Forensic Science Area. However, conditions and
problems of developing the forensic science information system in Lithuania have
not been sufficiently analysed. This paper presents only part of the survey re-
sults and the analysis of theoretical material. The results of our analysis of current
Lithuanian forensic science system allow to identify the strengths, weaknesses,
threats and opportunities of the current Lithuanian forensic science system. This

580

decision

is necessary for the second stage of the project.

Globalization involves not only economics
but also criminality in both Europe and the world.
Economic, cultural, political, or social globaliza-
tion establishes the need for legal globalization
[1]. The European Union (EU) has set itself an
objective to maintain and develop the security
and justice environment ensuring joint activities
of Member States in the fields of the police and
judicial cooperation in criminal cases. Prospects
of the EU forensic science space are analyzed by
scholars such as M.A. O’Neill [2], H.J. Salize and
H. Dressing [3], E. Malkoc and W. Neuteboom [4].
Investigation of criminal activities requires joint
efforts of law enforcement employees in different
states, utilizing the opportunities for international
cooperation better. The development of commu-
nications and computer networks, innovative law
enforcement technologies can serve this purpose.
The need for the reform of forensic science mod-
els and systems in order to improve the process of
justice is discussed by J.D. Gabel [5], Koehler [6],
J.E. Laurin [7], and A. Widener [8].

The EU Strategy A Digital Agenda for Europe*
was approved in 2010. The strategy provides mea-
sures to be used for increasing interoperability of
electronic media, introduction of innovations of
information and communications technologies

! European Commission Communication from the
Commission to the European Parliament, the Council, the
European Economic and Social Committee and the Com-
mittee of the Regions. A Digital Agenda for Europe COM
(2010) 245 final/2 [Electronic resource]. URL : http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2010:0
245:FIN:EN:PDF.

(ICT). There is no doubt that the development
of information dissemination processes by using
modern electronic means is significant to the law
enforcement and judicial system. The e-Justice
strategy was described in the Communication of
the Commission of the European Communities
Towards a European e-Justice Strategy?. E-Justice
can be defined as the use of information and com-
munication technologies in order to improve the
implementation of citizens’ rights to justice and
to enhance the efficiency of judicial activities, i.e.
any activities associated with dispute settlement
or criminal sanctions for certain activities. Prob-
lems associated with the investigation of crimi-
nal cases are closely related to the problems of
forensic science investigations. The implemen-
tation of e-Justice is analyzed by M.S. Pardo [1],
M.A. O’Neill [2], and T.J. Wilson [9]. When con-
sidering the establishment of the European foren-
sic science environment and the development of
forensic science infrastructure in Europe, the Eu-
ropean Union Council noted that forensic science
can make a significant contribution to a greater ef-
ficiency and effectiveness of law enforcement, to
crime prevention and the fight against crime. An
important role is played by information exchange,
including biometric and other data, in the field
of crime and criminal activity prevention and the

2 Commission of the European Communities. Com-
munication from the Commission to the Council, the Eu-
ropean Parliament and the European Economic and So-
cial Committee. Towards a European e-Justice Strategy.
COM(2008)329 final [Electronic resource]. URL : http://
ec.europa.eu/civiljustice/docs/com_2008_329 en.pdf.
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fight against these phenomena [7]. New criminal
methods in the e-space are analyzed by B. Etter
[10], J.M. Butler [11], D. Meuwly and R. Veldhuis
[12]. Some scholars separately analyze the prob-
lems of international exchange of criminal data
according to Priim Decisions [13-16].

Current e-Justice solutions are mainly intended
for the computerization of the current legal system.
However, merely changing technologies is not suffi-
cient; it is necessary to also have a new approach of
scientists-lawyers that could facilitate the intercon-
nection of different chains of law enforcement and
legislation [1; 5; 17].

The research purpose of this article is the
development of the forensic science information
system in the context of international environ-
ment, and the assessment of possibilities. Our re-
search objectives were to conduct an expert eval-
uation in order to determine the conditions and
opportunities of the Lithuanian forensic science
system, joining the common European forensic
science space, and implementing the «Conception
for the implementation of the vision for European
Forensic Science 2020 in Lithuania». Our research
methodology was chosen as a combination of the-
oretical and empirical methods. The expert opin-
ion evaluation was used as an empirical data col-
lection method. The current situation in forensic
science research in Lithuania was assessed using
the SWOT analysis (strengths, weaknesses, oppor-
tunities and threats).

This article has several practical implications.
We prepared conclusions and recommendations
for the improvement of Lithuanian forensic science
system. These recommendations will be used in the
second stage of the project implementation. The
paper presents only a part of the survey results.
The first part of the article analyzed the aspects of
the e-Justice strategy and the development of the
European forensic science environment. The sec-
ond part of the article analyzes the solutions for the
European cross-border cooperation. The third part
of the article analyzes the solutions for the Lithu-
anian forensic science system joining the European
system. The fourth part of the article explains the
research methodology. The fifth part of the article
presents research results. Finally, we present the
conclusions and the followup development of re-
search opportunities.

E-Justice strategy and development of the
European forensic science environment. The pur-
pose of the European e-Justice is the establishment
of the European judicial environment by using in-

formation and communication technologies. The
principles of the European Community’s spatial
information infrastructure (INSPIRE) have been de-
scribed in the INSPIRE Directive: «Inspire should be
based on the infrastructures for spatial information
that are created by the Member States and that
are made compatible with common implement-
ing rules and are supplemented with measures at
Community level. These measures should ensure
that the infrastructures for spatial information cre-
ated by the Member States are compatible and us-
able in a Community and transboundary context»>.

On 6 December 2013, the Justice and Home
Affairs (JHA) Council adopted the new Strategy
on European e-Justice 2014-2018 (Published in
the Official Journal on 21 December 2013 (2013/C
376/06). This strategy defines the general princi-
ples and objectives of the updated European e-Jus-
tice System. The Council of the EU, discerning the
relation of freedom, security and justice triad with
criminology, has made a step in the development
of forensic science from the national to the inter-
national level thus creating conditions for entering
the optimal security of the EU: it has approved the
document of strategic importance — the Concep-
tion of the vision for European forensic science
2020% The European Union Council emphasized
that by 2020 it is necessary to establish European
forensic science environment where the usual fo-
rensic examinations intended for the collection and
management of forensic data, for using and provid-
ing these data are performed based on equivalent
basic forensic science standards and where entities
performing forensic examinations follow a common
approach to implementation of these standards,
and this encourages a closer cooperation between
them and the criminal justice systems®. It is neces-
sary to follow the objectives set in the Framework
Decision 2009/905/JHA of the European Council®:

3 Directive 2007/2/EC of the European Parliament and
of the Council of 14 March 2007 establishing an Infrastruc-
ture for Spatial Information in the European Community
(Saliz) // Official Journal of the European Union, L 108/1.

4 Council of the European Union. Draft Council Con-
clusions on the vision for European Forensic Science 2020
including the creation of a European Forensic Science Area
and the development of forensic science infrastructure
in Europe. 17537/11 [Electronic resource]. URL : http://
db.eurocrim.org/db/en/vorgang/286.

® 1bid.

6 Council framework Decision 2009/905/JHA of
30 November 2009 on Accreditation of forensic service

providers carrying out laboratory activities. OJ 2009 L 322
of 2009-12-09, pp. 14-16.
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to provide the European Union with modern world-
class forensic science infrastructure which would
contribute to the implementation of cross-border
cooperation, ensuring an overall high forensic sci-
ence level as well as to invest in the research and
development of new technologies and innovative
products by simultaneously using both legislative
and non-legislative measures [4; 10].

The project of creating the European forensic
science area and forensic sciences infrastructure
in Europe provides additional objectives for the
European forensic science space. It intends to sup-
port the cooperation of the Member States in the
field of European forensic science by facilitating
the conditions, the exchange of European foren-
sic science results and the encouragement of high
quality forensic science. It is necessary to maintain
and improve the quality of forensic science in the
Member States, helping the Member States to de-
velop methods which promote closer cooperation
between their criminal justice systems and coop-
eration between forensics entities [6; 7]. However,
each EU Member State has its own unique system
of forensic science institutions and own under-
standing of forensic science, therefore, each Mem-
ber State requires separate research and individual
model for the implementation of the Conception of
the Vision for European Forensic Science 2020 [4].
The Council of the European Union «emphasizing
therefore the need to define commonly accepted
minimum forensic science standards for the collec-
tion, processing, use and delivery of forensic data
relating inter alia to data concerning DNA profiles,
as well as dactyloscopic and other biometric data,
and to equip the Union to meet the new chal-
lenges that it is facing in the field of high tech and
cybercrime»’. It is stated that cross-border coop-
eration is necessary to ensure a common high level
of the forensic science, along with investment in
the research and development of new technolo-
gies and innovative products [9]. An important
trend in the development of forensic science is the
application of information technologies in the field
of forensic science and the investigation of criminal
offences [18].

«Lithuanian scientists have consolidated to
implement a project named «Conception for the
implementation of the vision for European Foren-
sic Science 2020 in Lithuania» with the objective to
create a conception of implementation of the vi-
sion for European Forensic Science 2020 in Lithua-

7URL : http://db.eurocrim.org/db/en/vorgang/286.
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nia by 1) evaluating the current status of Lithuania’s
forensic system and opportunities for its improve-
ment; 2) analysing achievements and knowledge in
investigation of crimes listed in conclusions of EU
Council on the vision for European Forensic Science
2020 including creation of a European Forensic Sci-
ence Area and the development of forensic science
infrastructure in Europe: trafficking in human be-
ings, organised crime and terrorism; 3) analysing
conceptions of forensic science, which differ in
different EU member states due to the variety of
forensic schools, and finding means for their har-
monization» [19].

Solutions for European cross-border coop-
eration. New opportunities for pre-trial investi-
gation officers to make use of dactyloscopic data
systems appear not only at the national but also
at the international level along with the develop-
ment and introduction of new technologies. The
implementation of some functions is at the level
of international undertakings: PRUM, Eurodac,
and ECRIS [15].

PRUM — direct exchange of dactyloscopic
data between states that have implemented Coun-
cil Decision 2008/615/JHA of 23 June 2008 on step-
ping up cross-border cooperation, particularly in
combating terrorism and cross-border crime and
Council Decision 2008/616/JHA of 23 June 2008
on the implementation of Decision 2008/615/JHA
on stepping up cross-border cooperation, par-
ticularly in combating terrorism and cross-border
crime. PRUM includes automatic transfer of DNA,
dactyloscopic data, and national vehicle registra-
tion data. PRUM data exchange is strictly regulated
[13; 14]. The European Union Council Decision of
13 December 2011 on the launch of automated
data exchange with regard to dactyloscopic data
in Lithuania® was used by Lithuania to fully imple-
ment the general provisions of Decision 2008/615/
JHA on data protection in the field of automatic
search for dactyloscopic data, so it became entitled
to receiving and submitting personal data since the
effective date of this decision. Since 1 January 2012
the Member States that have implemented PRUM
requirements and arranged the systems with the
Lithuanian CAFIS, have been entitled to access-
ing the dactyloscopic data register of Lithuania via
PRUM channels.

& Council Decision of 13 December 2011 on the launch
of automated data exchange with regard to dactyloscopic
data in Lithuania (2011/888/EU) // Official Journal of the
European Union, L 344/36, 28.12.2011.
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The Council of the European Union in March
2015 presented «Prim Decisions» statistics on
automated data exchange for 2014°. Leaders of
DNA operational data exchange by the number of
contact parties include Slovakia, Austria (18 coun-
tries), Poland, Lithuania, Germany (15 coun-
tries), Romania (14 countries) and France, Spain
(13 countries). Leaders of Dactyloscopic refer-
ence operational data exchange by the number
of contact parties include Austria (15 countries),
Slovakia, Bulgaria (14 countries), Romania, Lux-
embourg, Cyprus, Czech Republic and Spain
(13 countries). The number of parties practicing
DNA operational data exchange and the intensity
are higher than for Dactyloscopic reference opera-
tional data exchange. This demonstrates the ef-
fectiveness and popularity of the new approach.
Analyzing the presented data we could see that
only part of the EU Member States actively par-
ticipate in digital exchange of data. Lithuania also
is on the list of such active countries.

EURODAC is an electronic system of the Eu-
ropean Union Member States for controlling the
flows of illegal migrants and asylum seekers cross-
ing the borders of the European Union by means
of fingerprint identification technology (System of
EU Member States for processing flows of asylum
seekers and illegal migrants by means of dactylos-
copy). EURODAC System was established in 2000
and it operates in accordance with the regulations
of the Dublin Convention adopted by the Euro-
pean Union States during their meeting. Each Eu-
ropean Union Member State must get involved in
the operation of EURODAC System and establish a
national subdivision of EURODAC [13; 14]. In 2004
Lithuania also joined EURODAC System. EURODAC
tasks in Lithuania are carried out by the Criminal
Investigation Centre of the Lithuanian Police, the
State Border Guard Service under the Ministry of
the Interior of the Republic of Lithuania, and the

9 Council of the European Union. Council Decision
2008/615/JHA of 23 June 2008 on the stepping up of
cross-border cooperation, particularly in combating
terrorism and cross-border-crime, Council Decision
2008/616/JHA of 23 June 2008 on the implementation
of Council Decision 2008/615/JHA of 23 June 2008 on
the stepping up of cross-border cooperation, particu-
larly in combating terrorism and cross-border-crime
(«Prim Decisions») — statistics and reports on auto-
mated data exchange for 2014, Brussels, 16 March 2015
(OR. en) 5503/2/15 REV 2 [Electronic resource]. URL :
http://www.statewatch.org/news/2015/apr/eu-coun-
cil-prum-statistics-5503-rev2-15.pdf.

Migration Department under the Ministry of the
Interior of the Republic of Lithuania.

Since 2004 the Criminal Investigation Cen-
tre of the Lithuanian Police has been assigned
to carry out the functions of the national subdi-
vision of EURODAC. New EURODAC Regulation
(EU) No. 603/2013 was passed by the European
Parliament on 26 June 2013 enabling law enforce-
ment authorities and Europol to use EURODAC
for the investigation of criminal offences (i.e., to
run through it the fingerprints of suspects — dac-
tyloscopic cards and palm prints taken at crime
scenes). New EURODAC Regulation will come into
force on 20 July 2015 and by then the European
Operation Management Agency for Large-Scale IT
System Freedom, Security and Justice in the En-
vironment must introduce a completely new EU-
RODAC System; meanwhile each Member State
of the European Union must perform the techni-
cal work in order to be able to operate the new
EURODAC System [11]. The Criminal Investigation
Centre of the Lithuanian Police has been assigned
to carry out the preparatory work. EURODAC tasks
in Lithuania are implemented by the Criminal In-
vestigation Centre of the Lithuanian Police togeth-
er with the State Border Guard Service under the
Ministry of the Interior.

ECRIS is the European Criminal Records In-
formation System. Council Framework Decision
2009/315/JHA of 26 February 2009 on the organ-
isation and content of the exchange of informa-
tion extracted from the criminal record between
Member State® and Council Decision 2009/316/
JHA of 6 April 2009 on the establishment of the
European Criminal Records Information System
(ECRIS) in application of Article 11 of Framework
Decision 2009/315/JHAY were implemented in
2009; since 27 April 2012 Lithuania started ex-
changing information on criminal records via the
established European Criminal Records Informa-
tion System ECRIS. ECRIS should become another
efficient investigator’s tool for using new dactylo-
scopic data in crime investigation and identifying
the location of fugitives from the law enforcement

1 Council Framework Decision 2009/315/JHA of
26 February 2009 on the organisation and content of the
exchange of information extracted from the criminal re-
cord between Member State // Official Journal of the Eu-
ropean Union, L 93/23, 7.4.2009.

11 Council Decision 2009/316/JHA of 6 April 2009
on the establishment of the European Criminal Records
Information System (ECRIS) in application of Article 11
of Framework Decision 2009/315/JHA // lbid., L 93/33,
7.4.2009.
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authorities. Project EFEN (ECRIS Fingerprint Ex-
change Network) was finished in 2014. Currently,
26 Member States exchange data via ECRIS Sys-
tem. Lithuania can be mentioned as one of the
3 most advanced Member States in this field hav-
ing an automatic link between the national crimi-
nal records register, the fingerprint register, and
ECRIS System.

Analysis of the overview of the total amount of
EUCARIS/Prim-inquiries in 20142 shows that more
outgoing than incoming queries are processed only
in Germany, Spain and Netherlands. Incoming que-
ries dominate in other countries (Lithuania). It can
be said that the majority of outgoing queries are
processed in the countries with high numbers of
immigrants.

Lithuanian forensic science system joining the
European system. Forensic science data bases, re-
cords, collections play a major role in crime inves-
tigation. Their efficiency and benefits increase as a
result of application of computer data registration
and new technologies. Some of them are used very
efficiently, some of them are less important, but
the information about their potential is essential to
officers [3; 9].

The Criminal Investigation Centre of the Lith-
uanian Police is the manager of two departmen-
tal registers: Dactyloscopic Data and DNA Data.
The Dactyloscopic Data Register is the corpus of
dactyloscopic filing. The Department of Informa-
tion Technology and Communications under the
Ministry of the Interior of the Republic of Lithu-
ania ensures interaction with related registers and
provides resources for the telecommunication
network of the internal affairs. The register data
are provided to the law enforcement authorities
of the European Union Member States and coun-
tries having implemented the Council’s decisions
automatically via national contact centers. Lithu-
anian Dactyloscopic Data Register is managed via
automated dactyloscopic identification system —
CAFIS (Cogent’s Automated Fingerprint Identifica-
tion Systems).

In 2008 the European Union Council ap-
proved the so-called Priim Decision*® for a better
cross-border cooperation of law enforcement au-
thorities. This EU legislation provides opportuni-

12 URL : http://www.statewatch.org/news/2015/apr/
eu-council-prum-statistics-5503-rev2-15.pdf.

13 Council Decision 2008/615/JHA of 23 June 2008 on
the stepping up of cross-border cooperation, particularly
in combating terrorism and cross-border crime // Official
Journal of the European Union, L 210/1, 6.8.2008.

ISSN 2500-4255

ties for checking information in the databases of
another EU Member State based on the available
DNA, finger prints, or vehicle registration data
by using automated measures. The implementa-
tion of the aforementioned legislation in all EU
Member States requires the implementation of
a number of technical solutions. Therefore, the
EU Council established expert subgroups for DNA
and dactyloscopic data. Experts of forensic sci-
ence investigations attend meetings of these sub-
groups [10; 12].

As more advanced technologies were de-
veloped for implementing the European Council
Decision 2008/615/JHA on the stepping up of
cross-border cooperation, particularly in combat-
ing terrorism and cross-border crime, in 2009 the
Government of the Republic of Lithuania passed e-
solution «Regarding Approval of an Action Plan for
Implementation of the European Council Decision
2008/615/JHA on the Stepping up of Cross-Border
Cooperation, Particularly in Combating Terrorism
and Cross-Border Crime» (resolution of the Gov-
ernment of the Republic of Lithuania, 2009). Based
on this Resolution, in December 2009 the Criminal
Investigation Centre of the Lithuanian Police re-
placed the Automated Dactyloscopic Identification
System; it was operating based on the USA-Austri-
an company Cogent Systems Gmb’s (now 3M Co-
gent, Inc) product (CAFIS) used by many countries
in the world, including the European Union Mem-
ber States. It is a high quality standardized product
tested in practical conditions of foreign countries
and a properly operating product which meets and
ensures all the requirements applicable to Dactylo-
scopic Data Register (order of the Commissioner
General of the Lithuanian Police, 2007) as well as
the requirements of European Council Decision
2008/615/JHA on exchange of data. The purchase
of this software was combined with the purchase
of a lot of new modern equipment for central
workplaces equipped at the Criminal Investigation
Centre of the Lithuanian Police with additional dac-
tyloscopic scanning equipment (LiveScan) installed
at county police headquarters of the Lithuanian
Police. Rapid identification devices were also pur-
chased and installed at subdivisions of the Lithu-
anian Police and the State Border Guard Service
under the Ministry of the Interior of the Republic
of Lithuania.

CAFIS has given tangible results since instal-
lation, namely, automated mass comparison of

4 Council Decision 2008/615/JHA of 23 June 2008...
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palm traces and palm prints previously converted
and entered in the system. During this comparison,
over 750 matches were confirmed, although the
previous Automated Dactyloscopic Identification
System has failed to identify them. «3M Cogent’s
Automated Fingerprint and Palm Print Identifica-
tion System is a multifactor, scalable, and customiz-
able software package that allows you to perform a
wide range of tasks for processing, editing, search-
ing, retrieving, and storing fingerprint images and
subject records»®®. The Criminal Investigation Cen-
tre of the Lithuanian Police currently operates CAF-
IS Version 6.1.

CAFIS System operates twenty fingerprints
and palm prints. This has significantly increased
the likelihood of identifying individuals. The prints
are scanned by using 1 000 DPI thus ensuring the
high quality of images. Scanned palm prints are
processed automatically. The system has a quality
control ensuring correct placement of finger prints
on the electronic dactyloscopic card and makes a
composite out of the dactyloscopic cards. The sys-
tem allows to import and export a variety of im-
age formats. Based on the consistent practice, la-
tent palm traces are first processed by automated
means, when general and individual properties of
the papillary pattern are marked by the system.
CAFIS can be accessed from distant workplaces.
The system ensures PRUM function. Digital im-
ages of the face and other distinctive features can
be accumulated in the system when an electronic
scanning device LiveScan is used for dactyloscopic
scanning.

LiveScan dactyloscopic scanning device is
compatible with CAFIS and allows taking twenty
finger prints and palm prints without using a paint
roller or dactyloscopic scanning. Thanks to the
quality control mechanism, dactyloscopic scan-
ning can be done by an officer having no qualifica-
tion of a dactyloscopy specialist or dactyloscopic
scanning skills. Scanned palm prints are uploaded
to CAFIS for processing. CAFIS automatically pro-
cesses the uploaded palm prints. This ensures
speed and saves additional office and postage ex-
penses incurred when mailing dactyloscopic cards
to the Criminal Investigation Centre of the Lithu-

1> CAFIS — Cogent Automated Fingerprint Identifica-
tion System [Electronic resource]. URL : http://solutions.3m.
com.sg/3MContentRetrieval APl/BlobServlet?Imd=1318828
957000&l|ocale=en_SG&assetType=MMM_Image&assetld=
1273693021373&blobAttribute=ImageFile.

anian Police®®. The equipment ensures EURODAC
functioning.

The Criminal Investigation Centre of the
Lithuanian Police together with the Department
of Information Technology and Communications
under the Ministry of the Interior successfully
implements automated exchange of electronic
fingerprint dactyloscopic cards with several for-
eign countries under the Project ECRIS Fingerprint
Exchange Network. ECRIS is European Criminal
Records Information System, where finger prints
are used as an additional measure for identifi-
cation of the EU citizens convicted in other EU
states. Currently, the European Commission funds
the Project «Improving Data Quality of EU Crimi-
nals», which will last 2 years. The main purpose
of the project is to collect and generalize informa-
tion about national individual identification proce-
dures used by all Member States and to develop a
measure to enable law enforcement authorities to
promptly find out about the identification proce-
dure applicable in a specific Member State as well
as obligatory and additional identification data to
be used.

Factors affecting the Conception for the imple-
mentation of the vision for European Forensic Sci-
ence 2020 in Lithuania. Lithuanian scientists did the
SWOT analysis according to the project «Conception
for the implementation of the vision for European
Forensic Science 2020 in Lithuania». SWOT analysis
provides an opportunity to examine the strengths
and weaknesses of the organization evaluating its
ability to adapt to external environment changes.
The respondents were given a thematic SWOT anal-
ysis questionnaire. Questions were based on theo-
retical analysis. Respondents rated the importance
of each problem and the result achieved in a 5-point
system. Relevance of factors in Lithuanian forensic
science system is evaluated on a scale from 1 (not
important at all) to 5 (very important). Operating
results in this area are scored from 1 (completely
unsatisfactory performance) to 5 (excellent perfor-
mance). External factors (opportunities and threats)
are listed in Table 1, internal factors (strengths and
weaknesses) are listed in Table 2. A total of 103 re-
spondents were interviewed — law enforcement
personnel, including investigators — 32,0 per cent,
specialists — 10,7 per cent, experts — 39,8 per cent,
prosecutors — 11,7 per cent, others — 5,8 per cent.

16 Fingerprint recognition. Lithuanian police forensic
science research center, methodical recommendations //
Daktiloskopavimas. Lietuvos policijos kriminalistiniy tyrimy
centras, metodinés rekomendacijos. Vilnius, 2009.
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Statistical analysis was performed using the SPSS.
Reliability of Questionnaires was assessed using
Cronbach’s a coefficient. Calculation results show
that in the analyzed case, Cronbach’s coefficient
o = 0,958. This indicates that the questionnaire was
drawn up correctly. This paper presents only a part
of survey results.

After the analysis of test results, averages of
evaluation were calculated. Assessment averages
of external factors (opportunities and threats) are
presented in Table 1.

The analysis of the research results shows that
the importance of all the external factors was on
average estimated at more than 3 points. The most
important factors were the «Need for internation-
al cooperation and sharing of best practices with
foreign investigating bodies» and the «Need for
the renewal of criminal investigations tools, appli-
ances, equipment and infrastructure». The analysis
of the estimated performance averages shows that
the results of all factors were estimated below the
importance of problems. The average assessment
of performance exceeds 3 points for only 1 factor,
namely, «Need for accreditation». This factor can
be seen as a major opportunity.

It can be stated that the share of assessment
of the performance result of all factors comprises
more than 50 per cent of performance importance.
It means that all of the above-mentioned factors
can be seen as opportunities. The results of re-
search are summarized in Table 1.

The results of research suggest that there is a
need for a lot of work to implement the Conception
of the Vision for European Forensic Science 2020
in Lithuania and to improve international coopera-
tion, although specialists evaluated Lithuania’s po-
tential sufficiently highly.

ISSN 2500-4255

Assessment results of internal factors
(strengths and weaknesses) are presented in Ta-
ble 2. It may be noted that only the importance
of three of the internal factors was evaluated on
average at less than 3 points. These are the fac-
tors: «Need to have institution to coordinate the
activities of all forensic science and forensic insti-
tutions», «Activities of the Coordination Council»,
and «Implementation of the research of the Vision
2020». The importance of other internal factors
was measured above the average of 3 points.

The analysis of the estimated performance av-
erages shows that the results of all problems were
estimated below the importance of problems.
The average assessment of performance exceeds
3 points only on 4 factors: « Workload of employees
of expert institutions and officials of pre-trial inves-
tigation», «Qualification level (need for continu-
ous in-service training)», «Level of communication
and cooperation between the Lithuanian Police
Forensic Science Centre and Lithuanian Forensic
Examination Centre and other judicial and law en-
forcement authorities», «Duration of expert ex-
aminations». These are the key strengths. All other
performances are listed below.

Given the importance of the problem as-
sessment, it is possible to determine what part
of evaluation of results has the importance. In
this case, it can be stated that the share of as-
sessment of the performance result of all factors
comprises more than 50 per cent of operational
importance. It means that all of the above fac-
tors can be treated as strengths. The research
allowed to identify the main problems whose so-
lution will contribute to the integration of Lithu-
ania into common European space of forensic
science.

Table 1
External factors (opportunities and threats)
Fext Factor Operating | Importance | Part
result of factor
1 |Need for international cooperation and sharing of best practices with foreign 2,57 4,06 0,63
investigating bodies
2 |Response to international crime 2,23 3,36 0,66
3 |Need for accreditation 3,38 3,98/ 0,85
4 | Need for creating a common database among all EU Member States 2,64 3,81, 0,69
5 |Regulation of unanimous evidence collection in the EU Member States 1,87 3,26/ 0,57
6 |Joint forensic science exercises of several Member States 1,85 3,43| 0,54
7 |Need for involvement of other areas of scientists in the development of 1,96 3,70/ 0,53
criminal investigations tools and methods
8 |Need for continuous update of criminal investigations methodologies 2,15 3,75/ 0,57
9 |Need for the renewal of criminal investigations tools, appliances, equipment 2,60 4,36 0,60
and infrastructure
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Table 2
Internal factors (strengths and weaknesses)
Fint Factor Operating | Importance | Part
result of factor
1 |Need to have institution to coordinate the activities of all forensic science and 2,06 2,81 0,73
forensic institutions (need for scientific institution)
2 |Part of specialists travelling to conferences and business trips abroad 2,90 4,07 0,71
3 |Motivation for professionals 2,66 4,44 0,60
4 |Qualification level (need for continuous in-service training) 3,27 4,45 0,74
5 |Need for compulsory forensic studies, wider studies, more practical workshops 2,60 3,67 0,71
6 |Need for long-term financing for the implementation of the Vision 2020 2,12 3,34, 0,64
program
7 |Workload of employees of expert institutions and officials of pre-trial 3,46 4,30 0,80
investigation
8 |Competitiveness of remuneration 2,57 4,43 0,58
9 |Condition of forensic police station premises 2,56 3,99 0,64
10 |Timely payment for forensic services by the courts 2,59 3,31 0,78
11 |Activities of the Coordination Council 2,11 2,86 0,74
12 |Legislation regulating the procedure for the appointment of private expert 2,72 3,57, 0,76
examinations and their legal effect
13 |Financing of criminal investigation of offenses 2,56 4,16 0,62
14 |Level of communication and cooperation between the Lithuanian Police 3,15 4,03 0,78
Forensic Science Centre and Lithuanian Forensic Examination Centre and
other judicial and law enforcement authorities
15 |Duration of expert examinations 3,08 4,27 0,72
16 |Appointment of re-examinations 2,73 3,33 0,82
17 |English language proficiency level for investigating officers 2,45 3,75/ 0,65
18 |Implementation of research on Vision 2020 2,01 2,94 0,68
19 |Avoidance of application of expert bodies 2,55 3,45/ 0,74
20 |Bridging the gap between science and practice of forensic science 2,81 3,84, 0,73
21 |Reduction of human resource shortages 2,97 4,24 0,70
22 |Public attitudes to the work of investigating officers and crime investigation 2,80 4,07| 0,69
23 |Need for university-level programs that focus on the preparation of relevant 2,66 3,94, 0,67
experts in Lithuania
24 |Need for political decisions on the improvement of law enforcement activities 2,23 4,14 0,54
25 |Need for database update and rearrangement of Lithuanian expert 2,86 4,08 0,70
examination institutions

Conclusion. Globalization affects not only the
economy and politics. Criminality also becomes an
international process. Successful investigation of
crimes requires international cooperation among
lawyers and criminalists. Speed of forensic data ex-
change is of great importance. This can be realized
using modern innovative information technologies.
The e-Justice and Forensic Data Exchange Systems
are being implemented in the EU. Lithuanian law
enforcement are joining them.

The Council of the EU, acknowledging the re-
lation of freedom, security and justice triad with
criminology, has made a step in the development
of forensic sciences from the national to the inter-
national level thus creating conditions for entering
optimal security of the EU: confirmed the docu-

ment of strategic importance — the Conception
of the Vision for European Forensic Science 2020.
Exchange of data between the EU Member States
requires unification of the data because individual
forensic science data systems applied in each Mem-
ber State complicate cooperation and automation
of data exchange. So far, only some of the EU Mem-
ber States (including Lithuania) take part in the ac-
tive forensic data exchange process. The E-Justice
portal still does not enable forensic data reporting
and exchange. It must be addressed not only by im-
proving technical solutions, but above all, by devel-
oping a common European legal framework.

The European Council emphasizes the impor-
tant role of the exchange of information, including
biometric and other data, in crime investigation,
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prevention and combating. It is important that,
where necessary, Member States support, comple-
ment and enhance the free movement of informa-
tion crucial for law enforcement. Priim functions
implemented in Lithuania provide investigators
with opportunities to use dactyloscopic data sys-
tems not only at the national level but at the inter-
national level as well. EURODAC and ECRIS systems
provide new opportunities for the identification of
individuals in the international environment.

Our research and the SWOT analysis provided
the opportunity to examine the strengths, weak-
nesses, threats and opportunities of Lithuanian
forensic system. The research has shown that
for both the external and the internal factors, all
performance results were rated below the im-
portance of factors. This shows the need for im-
proving the organization of Lithuanian forensic
system and the performance of criminal investi-
gators. But while determining which part of the
importance evaluation includes the evaluation of

ISSN 2500-4255

results, it can be said that it comprises more than
50 per cent for all factors. This means that prac-
tically all of the analyzed factors may be viewed
as strengths and opportunities. It also means that
Lithuanian criminologists have good prospects
of integrating into the common European space
of forensic science. The following factors may
be identified as the main strengths: «Workload
of employees of expert institutions and officials
of pre-trial investigation», «Qualification level
(need for continuous in-service training)», «Lev-
el of communication and cooperation between
the Lithuanian Police Forensic Science Centre
and Lithuanian Forensic Examination Centre and
other judicial and law enforcement authorities»,
«Duration of expert examinations». However, it is
necessary to stem the majority external and in-
ternal factors. The results of research will be used
in the second stage of the project «Conception for
the implementation of the vision for European Fo-
rensic Science 2020 in Lithuania».
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